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PREFACE 

 

1. The Financial Intelligence Centre (the Centre) in collaboration with the National 

Treasury, South African Reserve Bank and Financial Services Board has published 

draft guidance that will be required to support the implementation of the Financial 

Intelligence Centre Amendment Act, 2017 (Act No. 1 of 2017) (the Amendment Act) 

when it takes effect. 

 

2. The Financial Intelligence Centre Act, 2001 (the FIC Act) established the Centre 

which is the national point for the gathering, analysis and dissemination of financial 

intelligence.  The Centre was established to identify proceeds of crime and combat 

money laundering and the financing of terrorism and in so doing has a primary role 

to protect the integrity of South Africa’s financial system.  The Centre develops and 

provides financial intelligence to a range of agencies supporting the investigation 

and prosecution of criminal activity by helping to identify the proceeds of crime, 

combat money laundering and the financing of terrorism. 

 

3. A system to combat money laundering and terrorist financing works effectively if the 

financial system is transparent, based on robust customer due diligence measures, 

to ensure that adequate information is captured in the records of accountable 

institutions and to make the sharing of information that may support further 

investigation of money laundering and terrorist financing possible.  The purpose of 

the FIC Act, among others, is to introduce this transparency in the financial system. 
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4. By promoting these focus areas, accountable institutions’ compliance with the 

regulatory requirements of the FIC Act contributes to making it more difficult for 

criminals to hide their illicit proceeds in the formal financial sector and thereby 

profiting from their criminal activities and cutting off the resources available to 

terrorists.  The FIC Act is a key component, therefore, of the regulatory architecture 

that protects the integrity of the South African financial system and (together with 

legislation such as the Prevention of Organised Crime Act, 1998 (Act No. 121 of 

1998) and the Prevention of Constitutional Democracy against Terrorism and 

Related Activities Act, 2004 (Act No. 32 of 2004) of the legal framework that supports 

the administration of the criminal justice system. 

 

5. The Amendment Act incorporates a risk-based approach to compliance elements 

such as customer due diligence into the regulatory framework.  A risk-based 

approach requires accountable institutions to understand their exposure to money 

laundering and terrorist financing risks.  By understanding and managing their 

money laundering and terrorist financing risks, accountable institutions not only 

protect and maintain the integrity of their businesses but also contribute to the 

integrity of the South African financial system.  
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INTRODUCTION 
 

1. The Amendment Act incorporates a risk-based approach to compliance elements 

such as customer due diligence (CDD) into the regulatory framework.  A risk-based 

approach requires accountable institutions to understand their exposure to money 

laundering and terrorist financing risks.  By understanding and managing their 

money laundering and terrorist financing risks, accountable institutions not only 

protect and maintain the integrity of their businesses but also contribute to the 

integrity of the South African financial system.  

 

2. The Centre, in consultation with the National Treasury, South African Reserve 

bank and Financial Services Board, has developed a set of basic guidance to 

assist accountable institutions in meeting the obligations such as the 

implementation of a risk based approach and customer due diligence requirements 

emanating from the Amendment Act, effectively.  The guidance provided by the 

Centre will be updated and revised from time to time.  The Centre therefore advises 

accountable institutions to regularly monitor communications from the Centre so 

as to stay abreast of the current guidance on a given issue.    
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CHAPTER 1 

ADOPTION OF A RISK-BASED APPROACH 

 

I GENERAL PRINCIPLES  

 

What is money laundering? 

3. Money laundering is the manipulation of money or property in order to disguise its 

true source.  Criminal activities, such as drug trafficking, human trafficking, 

racketeering and corruption generate large amounts of profits for individuals or 

groups carrying out these activities.  When criminals are successful in generating 

returns from these criminal activities, they obtain illegal earnings that cannot be 

explained.  Therefore, by using funds generated from criminal activities criminals 

risk drawing the attention of the authorities to the underlying criminal activity 

thereby exposing themselves to prosecution and forfeiture of the illicit proceeds.     

 

4. In order to benefit from the proceeds of unlawful activity, criminals must conceal 

the origins of these funds.  This is the process of money laundering.  The result of 

a successful money laundering scheme is that proceeds from an underlying 

unlawful activity are no longer associated with the activity.  Unlawfully acquired 

proceeds therefore appear to be legitimate income. 

 

What is financing of terrorism? 

 

5. The financing of terrorism involves the solicitation, collection and the providing of 

funds and other assets with the intention that it may be used to support terrorist 

acts, terrorist organisations or individual terrorists.  The funds and assets may stem 

from both legal and illicit sources.  The primary goal of persons involved in the 

financing of terrorism is not to conceal the sources of the funds and assets, as with 

money laundering, but to conceal both the financing and the nature of the activity 

being financed.   
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What is risk? 

 

6. The concept of risk is often described as the effect of uncertainty on objectives and 

that an effect is a positive or negative deviation from what is expected.  This 

uncertainty is a function of three factors: threat, vulnerability and consequence. 

  

7. A threat is a person or group of people, object or activity with the potential to cause 

harm.  In the context of money laundering and terrorist financing this includes 

criminals, terrorist groups and their facilitators, their funds, as well as the past, 

present and future money laundering or terrorist financing activities. 

 

8. The concept of vulnerabilities comprises those things that can be exploited by the 

threat or that may support or facilitate its activities.  Identifying vulnerabilities, as 

distinct from threats, means focusing on, for example, the factors that represent 

weaknesses or features that may be exploited in a given system, institution, 

product, service etc.  The areas in which these vulnerabilities may arise are 

discussed in more detail later in this guidance. 

 

9. Consequences refers to the likelihood and impact of money laundering or terrorist 

financing activities materialising as a result of a combination of threats and 

vulnerabilities manifesting in an accountable institution. 

 

10. According to ISO 31000: 2009 (International Organization for Standardization), risk 

may be managed or dealt with, as follows: 

 Avoiding the risk by deciding not to start or continue with the activity that 

gives rise to the risk; 

 Accepting or increasing the risk in order to pursue an opportunity; 

 Removing the risk source; 

 Changing the likelihood; 
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 Changing the consequences; 

 Sharing the risk with another party or parties (including contracts and risk 

financing); 

 Retaining the risk by informed decision. 

 

11. Risk can therefore be transferred, tolerated, treated or terminated.   

 

What are inherent and residual risks?  

 

12. Inherent risk is the risk of an event or circumstance that exists before controls or 

mitigation measures are applied by the accountable institution.   

 

13. Residual risk is the level of risk that remains after controls and mitigation measures 

were implemented by the accountable institution.   

 

Requirement of a risk-based approach in the FIC Act 

 

14. The FIC Act requires accountable institutions to apply a risk-based approach when 

carrying out customer due diligence measures.   

 

What are money laundering and terrorist financing (ML/TF) risks? 

 

15. The concept of ML/TF risks, as the term implies, relate to threats and vulnerabilities 

that may promote the laundering of proceeds of unlawful activities or the financing 

of terrorism, on the one hand, or may jeopardise the detection, investigation or 

prosecution of these activities or the possibility of the forfeiture of proceeds of 

unlawful activities, on the other. 

 

16. On a national level ML/TF risks are threats and vulnerabilities which put at risk the 

integrity of South Africa’s financial system and negatively impacts the 
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administration of criminal justice which affects the safety and security of South 

Africans.   

 

17. In relation to accountable institutions, ML/TF risks are threats and vulnerabilities 

which put the accountable institution at risk of being abused in order to facilitate 

ML/TF activities.  These relate to the potential that clients, by using the 

accountable institution’s products and services, can exploit the accountable 

institution to promote money laundering or terrorist financing activities.  The nature 

of these risks relate to a number of aspects, including the features of the intended 

target market of clients who are likely to use an accountable institution’s range of 

products and services, the geographic locations of an accountable institution’s 

operations and of its clients, the delivery channels through which persons become 

clients of an accountable institution or through which clients access its products 

and services, the features of a particular product or service, etc.  These aspects 

are discussed in more detail in section II below. 

 

18. In order to have a robust ML/TF risk management system accountable institutions 

must be able to demonstrate how they contextualise the concepts of “ML/TF risk” 

within their particular businesses as having an impact on their operational, line 

management and strategic objectives. 

 

What is ML/TF risk management?  

 

19. ML/TF risk management is a process that includes the identification of ML/TF risks, 

the assessment of these risks, and the development of methods to manage and 

mitigate the risks that have been identified.  ML/TF risk, as with other risks, can be 

managed and mitigated either by transferring, tolerating, treating or terminating 

different risks.  Management and mitigation of ML/TF risks most probably will entail 

the treatment of identified risks within an accountable institution. 
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20. Treating ML/TF risk entails that the accountable institution develops systems and 

controls to manage the risks identified.  These systems and controls should 

comprise of all the risk mitigation measures at the accountable institution’s 

disposal.  The mechanisms which an accountable institution may include in its risk 

management systems and controls should relate to the nature of particular risks.  

These mechanisms include the application of customer due diligence measures, 

the monitoring of business relationships with clients, managing delivery channels 

for particular products and services, structuring the features of particular products 

and services, etc.  The potential risk management mechanisms are discussed in 

more detail later in this guidance. 

 

21. The concepts of “ML/TF risk” and “ML/TF risk management” must always be 

contextualised within the particular business of an accountable institution, and as 

having an impact on the operational, line management and strategic objectives of 

that accountable institution.  

 

22. The application of risk management systems and controls must be commensurate 

with the extent of assessed risks. This means that the extent to which particular 

risk management mechanisms are applied in individual cases must bear relevance 

to consequences of ML/TF risk in particular scenarios in relation to the likelihood 

and impact of the risk. 

 

 

Take measures 
to mitigate the 

ML/TF risk

Identify, assess 
and understand 

ML/TF risk
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23. The process to manage ML/TF risk is a continuous cycle.  Accountable institutions 

should satisfy themselves that their ML/FT risk management systems and controls 

remain adequate in view of changing circumstances relating to emerging threats 

and vulnerabilities, product innovations, new target markets, changes in 

circumstances of individual clients or classes of clients, etc.  Accountable 

institutions should also ensure that their ML/FT risk management systems and 

controls are adhered to within that institution.  

 

24. This means that accountable institutions should reassess ML/TF risks, in particular 

residual risks after the application of ML/FT risk management systems and 

controls, at regular intervals.  The institutions should then review the continued 

adequacy of its ML/FT risk management systems and controls on the basis of 

these regular assessments. 

 

The effect of a risk-based approach 

 

25. By applying a risk-based approach accountable institutions are able to ensure that 

measures to prevent or mitigate money laundering and terrorist financing are 

commensurate with the risks identified.  This will ensure that resources are 

directed in accordance with priorities, so that the greatest risks receive the highest 

attention.  The risk-based approach also affords accountable institutions the 

flexibility to use a range of mechanisms to establish and verify the identities of their 

clients, creating opportunities for accountable institutions to explore more 

innovative ways of offering financial services to a broader range of clients and 

bringing previously excluded sectors of society into the formal economy.  This 

improves the efficacy of measures to combat money laundering and terrorist 

financing while promoting financial inclusion without undermining AML/CFT 

objectives. 

 

26. The risk-based approach further allows accountable institutions to simplify the due 

diligence measures applied where they assess ML/TF risks to be lower.  Instead 
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of relying on rigid requirements in regulations and exemptions granted at the 

executive level, accountable institutions will have greater discretion to determine 

the appropriate compliance steps to be taken in given instances, in accordance 

with their internal AML and CFT compliance and risk management programmes.   

 

RBA for different industries and sectors 

 

27. Different industries or sectors have different exposures to ML/TF risk.  The Centre 

will consider future industry specific guidance to address industry specific 

challenges when implementing the risk-based approach.    
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II RISK ASSESSMENT AND UNDERSTANDING OF RISK 
 

28. Assessing ML/TF risk requires accountable institutions to identify the ML/TF risks 

they may face in the context of their businesses and to analyse these with a view 

to understand how the identified ML/TF risks affects them.  The likelihood of a risk 

transpiring as well as the impact of such a risk should also be considered by the 

accountable institution.  This implies that accountable institutions must have 

adequate processes, proportionate to their size and complexity, to identify and 

assess ML/TF risks. 

 

29. The mechanisms used in a particular accountable institution to assess ML/TF risk 

must be proportionate to the size and complexity of the institution.  The risk 

assessment process therefore might be quite simple or very sophisticated 

depending on the size and structure of the accountable institution and the nature 

and range of products and services it offers. 

 

30. The processes within accountable institutions to identify and assess ML/TF risks 

must take account of a range of factors which may be indicative of greater or lesser 

threats and vulnerabilities to money laundering and terrorist financing in a given 

scenario.  Factors that are indicative of increased threats or vulnerabilities have 

been shown, based on previous experience, to lend themselves more readily to 

abuse by criminals. 

 

31. Accountable institutions may have access to various databases to assess the 

ML/TF risks relating to their customers. 

 

ML/TF risk indicators 

 

32. Factors that may be indicative of ML/TF risks relate to a number of aspects such 

as product or service features, delivery channels, geographic areas, etc. and each 

of these may interact differently with the characteristics of different types of clients.   
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The examples of factors that may be indicative of ML/TF risk provided here are not 

an exhaustive list and institutions also have to consider other factors that may be 

relevant to their own organisations or sectors.  Furthermore the examples provided 

here are phrased in neutral terms, a factor may be indicative of either higher or 

lower risk depending on the context within which it is considered.  It is important 

therefore that institutions can demonstrate how they bring different indicators to 

bear on a given scenario to reach an appropriate risk classification. 

 

Indicators relating to products and services 

 

 To what extent does the product provide anonymity to the client? 

 Does the product enable third parties who are not known to the institution to 

make use of it? 

 Is another accountable institution involved in the usage of the product?  

 Can the product be funded with cash or must it be funded only by way of a 

transfer to or from another financial institution? 

 How easily and quickly can funds be converted to cash? 

 Does the product facilitate the cross-border transfer of funds? 

 Is the offering of the product subject to regulatory approval and/or reporting? 

CLIENTS

PRODUCTS 
AND SERVICES, 

ASSOCIATED 
DELIVERY 

CHANNELS,

GEOGRAPHIC 
LOCATIONS
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 What does the product on-boarding processes entail and to what extent does it 

include additional checks such as credit approvals, disclosure of information, 

legal agreements, licensing, regulatory approvals, registration, involvement of 

legal professionals, etc? 

 To what extent is the usage of the product subject to parameters set by the 

institution that e.g. value limits, duration limits, transaction limits, etc. or to what 

extent is the usage of the product subject to penalties when certain conditions 

are not adhered to? 

 Is the usage of the product subject to reporting to regulators and/or to “the 

market”? 

 Does historic transaction monitoring information indicate a lower or higher 

prevalence of abuse of the product for money laundering or terrorist financing 

purposes? 

 What is the intended target market segment for the product for example.  

o “entry-level”, “retail” or “high net worth individuals”,  

o larger corporates, SME’s, SOC’s, etc,  

o specific industries, sectors or professions,  

o salaried vs self-employed individuals,  

o minors?   

 Is the usage of the product subject to additional scrutiny from a market abuse or 

consumer protection perspective? 

 What is the time duration for the conversion of funds, property etc. through the 

usage of the product? 

 Are there specific conditions that must be met or events that must happen for 

clients to have access to funds, property etc.? 

 Does the usage of the product entail structured transactions such as periodic 

payments at fixed intervals or does it facilitate an unstructured flow of funds? 

 What is the transaction volume facilitated by the product? 

 Does the product have a "cooling off" period which allows for a contract to be 

cancelled without much formality and a refund of moneys paid? 
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Indicators relating to delivery channels 

 

33. The delivery channel refers to the means by which institutions and clients interact 

with each other in the offering of products and services, on-boarding of clients and 

the usage of products and services. 

 

 Is the product offered to prospective clients directly or through intermediaries? 

 Are prospective clients on-boarded through direct interaction or through 

intermediaries? 

 Do clients transact by engaging with the institution directly or through 

intermediaries? 

 Where clients interact through intermediaries, are the intermediaries subject to 

licencing and/or other regulatory requirements? 

 Are products and services acquired or transactions performed via an exchange? 

 Are products and services traded in secondary markets? 

 To what extent does the usage of the product require the participation of the 

institution or the application of the institution’s systems and transaction 

platforms? 

 What are the payment systems or other technological platforms that support the 

functioning of the product? 

 Are prospective clients on-boarded through non-face-to-face processes and/or 

do they use the institutions products and services through non-face-to-face 

transactions? 

 

Indicators relating to geographic locations 
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 Is the client domiciled in South Africa or in another country or does the client 

operate in another country? 

 Do clients who are domiciled outside of South Africa or operate outside South 

Africa engage with the institution in South Africa or through branches, 

subsidiaries or intermediaries outside South Africa? 

 Have the geographic locations from where clients engage with an institution 

been identified as high-risk jurisdictions? 

 Are the geographic locations from where clients engage with an institution 

subject to a sanctions regimes? 

 If the client is a corporate vehicle, has it been incorporated in a country which 

has been identified as a high-risk jurisdictions or in a country which is the subject 

of a sanctions regime, or does it operate in such a country? 

 Has an international body or a domestic regulator or supervisory body expressed 

concern with weak regulatory measures against money laundering and terrorist 

financing, weak transparency requirements for beneficial ownership of corporate 

structures or weak institutional frameworks such as supervisory, law 

enforcement and prosecuting agencies in relation to a geographic location from 

where clients engage with an institution? 

 Are the geographic locations from where clients engage with an institution known 

to applying excessive client confidentiality? 

 

Indicators relating to clients 

 

34. It is trite that not all clients of an accountable institution pose the same ML/TF risk.  

In order to accurately identify all the factors that may be relevant to a particular 

client and to include all those factors in an assessment of ML/TF risks, an 

accountable institution must have a holistic view of the information gathered about 

the client across all the points of engagement between the institution and the client.  

This implies that an accountable institution which offers a range of products and 

services should consider the different engagements with a particular client in 
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relation to different products and services as component parts of one relationship 

with that client and assess the ML/TF risks relating to that relationship in a holistic 

manner.   

 

35. An assessment of ML/TF risks relating to clients could entail an assessment for 

each individual client or for groups of clients fitting the same profile.  Where an 

accountable institution evaluates the characteristics of a group of clients as part of 

a risk assessment, the institution should ensure that any individual client to whom 

the characteristics of the group are ascribed, actually meets the profile of that 

group. 

 Is the client a natural person or corporate vehicle? 

 If the client is a corporate vehicle, is it part of a complex or multi layered structure 

of ownership or control? 

 What information does the client provide concerning their source(s) of income? 

 What is the nature of the client’s business activity, e.g. does the activity involve 

transacting in large amounts of cash, cross-border movements of funds, trading 

in sensitive, controlled or sanctioned commodities, etc? 

 What is the nature of the type of the products and services offered by the client? 

 Does the client operate solely within the country or do they have cross-border 

operations? 

 Is the client’s product selection rational with a view to support their business or 

personal needs? 

 Does the client occupy a prominent public position or perform a public function 

at a senior level or does it have such individuals within its ownership and control 

structure? 

 Is there adverse information about the client available from public or commercial 

sources? 

 Is the client known to be subject to financial sanctions? 
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 Does the client operate in a sector or industry that is subject to specific 

standards, market entry or market conduct requirements, other regulatory 

requirements (especially AML/CFT measures)? 

 Has the client been in a business relationship with the institution for a period of 

time? 

 What has been the patterns of transaction behaviour (e.g. speed, frequency, 

size, volume, etc.) of a client who has a history of a business relationship with 

an institution? 

 Has the institution previously observed suspicious or unusual activities or 

transactions on the part of the client? 

 

Other factors 

 

36. In addition to the characteristics of products and services, delivery channels, 

geographic locations and clients mentioned above there are also other factors 

which institutions should take into account when assessing ML/TF risks.  These 

are contextual factors which, on the one hand, may contribute to a more accurate 

assessment of ML/TF risks in relation to particular business relationships or 

categories of relationships, or assist in determining an institution’s risk appetite in 

relation to particular business relationships or categories of relationships, on the 

other.  

 

 The demographics of a society, its social and economic circumstances, trade 

dependencies, GDP. 

 Financial inclusion objectives and how particular products and services 

contribute tto this. 

 The impact of the institution’s business strategy on its ML/TF risk profile. 

 The ML/TF impact on the institution as a result of having operations in particular 

jurisdictions (i.e. jurisdictional risk associated with the accountable institution 

itself, and not its clients). 
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 The communication of risk factors by authorities based on their understanding 

of ML/TF risks at a national or sectoral level. 

 Trends and typologies identified by the FATF and other international bodies 

which indicate jurisdictions, structures, products and services, etc. favoured by 

money launderers and terrorist financiers. 

 Anti-fraud measures that may be in place in an accountable institution.  

 Consideration of previous regulatory fines.  

 Frequency of internal audit findings and the outcomes thereof. 

 

37. The Minister of Finance has made a number of exemptions from compliance with 

a range of requirements under the FIC Act which applied to accountable 

institutions before the amendments to the FIC Act took effect.  The changes 

brought about by these amendments necessitated the withdrawal of many 

exemptions in addition to substantial amendments to the Money Laundering and 

Terrorist Financing Control Regulations (MLTFC Regulations), made under the 

FIC Act.  Despite the withdrawal of these exemptions, accountable institutions may 

be guided by their content as additional factors that may indicate lower ML/TF risks 

in a given scenario. 

 

Risk-rating 

 

38. Risk-rating implies assigning different categories to different levels of risk 

according to a risk scale and classifying the ML/TF risks pertaining to different 

relationships or client engagements in terms of the assigned categories.  As no 

two accountable institutions are the same, the level of risk and therefore the risk 

ratings attributed to particular business relationships or other engagements with 

clients may vary between accountable institutions.  

 

39. A risk scale must be tailored to the size of the accountable institution.  The 

complexity of the risk scale should reflect the size and complexity of the 
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accountable institution and the nature and the range of products and services it 

offers to its clients.  

 

40. Accountable institutions offering a relatively homogenous range of products and 

services, using a limited range of delivery channels, operating in one or a few 

geographic location(s) or engaging with a homogenous range of clients require 

relatively simplistic risk scales distinguishing only between two or three risk 

categories.  However, accountable institutions offering a more diverse range of 

products and services, using a wider range of delivery channels, operating in a 

larger number of geographic locations or engaging with a more diverse range of 

clients require more finely calibrated risk scales distinguishing between a larger 

number of risk categories. 

 

41. The ML/TF risk associated with a particular client engagement is not static.  The 

factors underlying any given risk-rating will inevitably change over time.  It is 

therefore essential that accountable institutions re-evaluate the relevance of 

particular risk factors and the appropriateness of previous risk-ratings from time to 

time and determine the intervals at which this will be done. 

 

42. Accountable institutions must document the risk-rating methodology and 

procedures which they apply as well as the conclusions reached through the 

processes in the accountable institution’s Risk Management and Compliance 

Programme (RMCP). 

 

The role of a risk matrix 

 

43. The assessment of ML/TF risk should ultimately draw together all the factors that 

are relevant to an engagement with a client.  A risk matrix could serve as a tool to 

provide an objective basis to the assessment of several risk indicators.  A risk 

matrix  may be made up of different components in order to evaluate a particular 

client, transaction, product or service in its entirety.   
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44. Extensive guidance on risk matrices has been developed internationally which can 

assist accountable institutions. The Centre is of the view that the following criteria 

may be considered when developing a risk matrix: 

 Matrix of events, products and services, clients, etc. that lead to inherent 

ML/TF risks.   

 Matrix of internal control activities applied by the accountable institution in 

mitigating ML/TF risks.  This should be used to help guide the selection of 

appropriate control actions in relation to the risk.   

 Matrix of residual risks which will indicate levels of comfort as to whether or 

not the accountable institution has done enough to manage the probability, 

likelihood and impact of such a risk occurring. 

 Minimum criteria should be aligned with international best practice, e.g. 

international risk-rating scales.  

 

III RISK MITIGATION 
 

45. Risk mitigation in the context of ML/TF refers to the activities and methods used 

by an accountable institution to control and minimise the ML/TF risks it has 

identified.  An accountable institution should therefore apply its knowledge and 

understanding of its ML/TF risks in the development of control measures to 

mitigate the risks identified.   

 

46. The risk assessment process will therefore assist accountable institutions in 

determining the nature and extent of resources necessary to mitigate identified 

risks. 

 

47. Whether a particular risk is adequately addressed will be determined by whether 

the level of residual risk is acceptable and within the risk appetite of the 

accountable institution.   
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48. It is important to note that the risk-based approach does not exempt an 

accountable institution from applying effective AML/CFT controls.  It is the 

responsibility of accountable institutions to effectively manage all ML/TF risks.   

 

49. Accountable institutions must establish and implement systems and controls in 

response to the assessed risks.  These controls must be designed to detect money 

laundering and terrorist financing and respond appropriately when risks 

materialise.   

 

50. Where there are higher ML/TF risks, enhanced measures must be taken to 

mitigate those risks.  This means that the range, degree, frequency or intensity of 

preventive measures and controls conducted will be stronger in higher risk 

scenarios.  

 

51. Where the ML/TF risks are assessed as lower, simplified measures may be 

permitted.  This means that measures must respond to certain CDD measures, but 

that the degree, frequency and/or the intensity of the controls conducted will be 

relatively lighter.  

 

Implementation of systems and controls for management of ML/TF risk 

 

52. An accountable institution’s systems and controls should provide for more 

information to be obtained about their clients, more secure confirmation of clients’ 

information to be applied and closer scrutiny to be conducted to their clients’ 

transaction activities where they assess the risk of abuse to be higher.  This is 

referred to as enhanced due diligence.   

 

53. By the same token an accountable institution’s systems and controls may allow for 

less information to be obtained, less secure confirmation of information to be 

applied and less frequent scrutiny to be conducted where they assess the risk of 

abuse to be lower.  This is referred to as simplified due diligence.   
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54. An accountable institution should always have grounds on which it can base its 

justification for a decision that the appropriate balance was struck in a given 

circumstance.   

 

55. The systems and controls by which an institution decides to manage ML/TF risks 

and the levels of due diligence it chooses to apply in relation to various risk levels 

must be documented in its RMCP.  

 

56. The risk-based approach is not a “zero failure” approach as there may be 

occasions where an institution has taken all reasonable measures to identify and 

mitigate ML/TF risks, but it is still exploited for money laundering or terrorist 

financing purposes. 

 

Where does customer due diligence fit into risk mitigation? 

 

57. Institutions should use the customer due diligence process as one of the measures 

to mitigate the ML/TF risk associated with a proposed business relationship or 

single transaction.  The customer due diligence process provides an accountable 

institution with the information required to know who they are doing business with, 

to know who benefits from the business it does with its clients, to understand the 

nature of the business it does with its clients and to determine when the business 

with customers should be considered suspicious or unusual.  This is one of the 

mechanisms at accountable institutions’ disposal to mitigate the risk of exploitation 

for money laundering or terrorist financing purposes.  

 

58. CDD measures are discussed in full in Chapter 2.   

 

Risk-mitigation measures 

Measures that may be applied in cases of higher ML/TF risk 
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 Increased automated transaction monitoring. 

 Increased intensity of CDD measures. 

 Increased review periods of customer information. 

 Utilising more or higher quality sources for the vetting of information (impacts 

both quality and quantity). 

 Senior management involvement in decisions to on-board customers. 

 Mandatory site visits. 

 Dedicated specialist staff managing enhanced due diligence for specific clients. 

 Limited reliance on another accountable institution’s controls. 

 

De-risking and avoiding risk 

 

59. It should be noted that conducting high-risk activities or having high-risk business 

relationships is not prohibited anywhere in the FIC Act.  Defining clients and 

products or services as high-risk does not cast a negative light on the accountable 

institutions nor on the clients and products and services. 

 

60. Risk assessment does not imply that institutions should seek to avoid risk entirely 

(also referred to as de-risking), for example, through wholesale termination of client 

relationships for certain sectors.  

 

61. De-risking poses a threat to financial integrity in general and to the risk-based 

approach, specifically, as it creates opacity in the affected persons’ or entities’ 

financial conduct and it eliminates the possibility to treat ML/TF risks. 

 

62. Wholesale refusal of services or termination of services to a class of clients may 

give rise to financial exclusion risk and may also give rise to reputational risk. 

 

63. The Centre views the wholesale termination or restriction of business relationships 

to avoid, rather than treat, risk as an example of inadequate risk management.  
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Instead, accountable institutions should take into account the level of ML/TF risk 

of each client and any applicable risk mitigation measures whether these are 

implemented by the financial institution or the client.  Measures to mitigate risk 

should be applied accordingly.   
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CHAPTER 2 

CUSTOMER DUE DILIGENCE MEASURES 
 

Introduction 

 

64. Customer due diligence (CDD) refers to the knowledge that an accountable 

institution has about its client and the institution’s understanding of the business 

that the client is conducting with it. 

 

FATF Recommendation 10 – Customer Due Diligence 

In terms of FATF Recommendation 10, financial institutions should be prohibited 

from keeping anonymous accounts or accounts in obviously fictitious names.   

 

FATF Recommendation 10 requires that an institution undertakes CDD measures 

when establishing business relationships, carrying out occasional transactions, 

there is a suspicion of money laundering or terrorist financing and when the 

institution has doubts about the veracity or adequacy of previously obtained 

customer identification data.  These requirements have been given effect in the 

FIC Act as discussed below.   

 

FATF Recommendation 10 also describes the CDD measures that must be 

undertaken.  These are identification of the customer and verification of the 

customer’s identity, identification of the customer’s beneficial owner and 

verification of the beneficial owner’s identity, understanding and obtaining 

information about the purpose and intended nature of the business relationship 

and conducting ongoing due diligence on the business relationship and scrutiny of 

transactions undertaken throughout the course of that relationship.   
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In terms of FATF Recommendation 10, institutions should be required to apply 

each of the CDD measures and should determine the extent of these measures 

using a risk-based approach.   

 

The Recommendation further requires that institutions not be allowed to open an 

account, commence business relations or perform a transaction if they are unable 

to comply with the required CDD measures, alternatively that they be required to 

terminate a business relationship in these circumstances if it has already 

commenced.  Institutions should also consider making a suspicious transaction 

report in relation to the customer in such a scenario.  

 

CDD requirements should apply to all new customers, although financial 

institutions should also apply this Recommendation to existing customers on the 

basis of materiality and risk, and should conduct due diligence on such existing 

relationships at appropriate times.   

 

 

65. CDD measures, if properly implemented, enables an accountable institution to 

better manage its relationships with clients and to better identify possible attempts 

by clients to exploit the institution’s products and services for illicit purposes.  

Requiring accountable institutions to apply CDD is a key component of a 

framework to combat money laundering and terrorism financing effectively. 

 

66. Previously accountable institutions were required to establish and verify the 

identity of a client in accordance with the MLTFC Regulations.  The principle of 

client identification and verification is now expanded significantly with the 

introduction of the obligation to conduct CDD.  As a result, the regulations and 

exemptions relating to client identification and verification have been amended 

significantly with the commencement of the Amendment Act on xxx, with most of 

the regulations having been repealed and exemptions having been withdrawn.    
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67. This, combined with the obligation to apply a risk-based approach (as discussed 

in Chapter 1 above), gives accountable institutions greater discretion to determine 

the appropriate compliance steps to be taken in given instances.  This means that 

accountable institutions now have the flexibility to choose the type of information 

by means of which it will establish clients’ identities and also the means of 

verification of clients’ identities, instead of following the rigid steps provided for in 

the MLTFC Regulations.   

 

68. Accountable institutions should use the findings from their risk assessment to 

decide on the appropriate level and type of CDD that they will apply to a client (or 

business relationship and single transactions). Accountable institutions should 

also determine when they consider persons to be prospective clients to whom their 

CDD measures apply.  An accountable institution’s RMCP must describe the CDD 

measures which the institution applies and how these measures are attenuated or 

intensified on the basis of ML/TF risks. 

 

Business relationship 

 

69. A business relationship is defined in the FIC Act as an arrangement between a 

client and an accountable institution for the purpose of concluding transactions on 

a regular basis.  A business relationship therefore entails an element of a time 

duration to the engagement with the client.   

 

Single transaction threshold: anonymous clients and clients acting under a false 

or fictitious names 

 

70. The FIC Act defines a single transaction as a transaction other than a transaction 

concluded in the course of a business relationship and where the value of the 

transaction is not less than R5 000.00 (the amount is to be determined by the 

Minister in the Regulations).  This can be described as occasional or once-off 
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business where there is no expectation on the part of the accountable institution 

or the customer that the engagements would recur over a period of time.  

  

71. Accountable institutions are not required to carry out the full scope of CDD 

measures in respect of clients conducting single transactions below the value to 

be set by the Minister of Finance in the MLTFC Regulations.  However, the 

threshold for single transactions does not apply to the obligations set out in section 

20A of the FIC Act.  This means that, in spite of a single transaction being below 

the threshold, the accountable institution is still prohibited from dealing with an 

anonymous client or a client with an apparent false or fictitious name.  As a result, 

in such cases, the accountable institution should obtain and record at least some 

information describing the identity of the client even if that information does not 

have to be verified.  Examples of information to be obtained could include the full 

name and identity number of the client and other information such as a contact 

number.  An added step of requesting to view an identification document of the 

client is advisable.  The manner in which the accountable institutions complies with 

section 20A of the FIC Act in respect of business relationships and single 

transactions, both below and above the threshold, must be recorded in the 

institution’s RMCP.          

 

Establishing and verifying clients’ identities 

 

72. CDD starts with an accountable institution knowing the identity of its client.  In 

terms of section 21 of the FIC Act an accountable institution must, in the course of 

establishing a business relationship or entering into a single transaction, establish 

and verify the identity of the client or the person representing the client or another 

person on whose behalf the client is acting.  The objective of this provision is that 

an accountable institution, after applying its processes to establish and verify a 

client’s identity, should have confidence that it knows who the client is with 

sufficient certainty given the accountable institution’s risk assessment pertaining 

to that client engagement. 
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73. Establishing a client’s identity entails that an accountable institution obtains a 

range of information about the client.  In most cases this information is provided by 

the client in response to questions being asked by the accountable institution as 

part of its onboarding process (in the case of a business relationship) or its client 

engagement process (in the case of a single transaction).  Verification of the 

client’s identity entails that the accountable institution corroborates the person’s 

identity information by comparing this information with information contained in 

documents or electronic data issued or created by reliable and independent third-

party sources. 

 

74. As indicated in Chapter 1 above, large parts of the MLTFC Regulations, (in 

particular Chapter 1 of the Regulations which described the methods which 

accountable institutions had to use to establish and verify their clients’ identities) 

have been repealed.  Accountable institutions must now choose the type of 

information by means of which they will establish clients’ identities and also the 

means of verification of clients’ identities.  The nature and extent of verification of 

clients’ identities must be determined taking the assessed ML/TF risks associated 

with the relevant business relationship or single transaction into account.  These 

decisions as to how the accountable institution goes about the identification and 

verification of its clients, as well as how these measures are attenuated or 

intensified based on ML/TF risk, must be described in the accountable institution’s 

RMCP. 

 

Establishing and verifying the identities of natural persons 

 

75. A natural person’s identity can be determined by reference to a number of 

characteristics.  At the very basic level these characteristics are the person’s full 

names, date of birth and, in most cases, a unique identifying number issued by a 

government source (e.g. in the case of a South African citizen or resident, his/her 

identity number or, in the case of other natural persons, a passport number or 
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numbers contained in asylum seeker or refugee permits, work permits, visitors’ 

visas etc.).  It is expected that these basic characteristics will always be used in 

accountable institutions’ processes to establish a natural person’s identity. 

 

76. Information about a natural person’s identity may be supplemented by applying 

other characteristics of a natural person including his/her physical appearance or 

other biometric information, place of birth, family circumstances, place of 

employment or business, residential address, contact particulars (e.g. telephone 

numbers, e-mail addresses, social media), contacts with the authorities (e.g. tax 

numbers) or with other accountable institutions.  This list of examples is not 

exhaustive and there may be other characteristics of particular persons or 

categories of persons which accountable institutions may include in their 

identification processes.  The nature and amount of other characteristics which an 

accountable institution applies in a given case is dependent on the extent to which 

the institution relies on the verification of the client’s identity as a means to mitigate 

ML/TF risk in that case (see the discussion on risk mitigation in Chapter 1 above). 

 

77. Verification methods vary and are mostly dictated by the type of information used 

to establish a person’s identity in a given scenario.  Regardless of the method 

applied, it is important that verification be done using information obtained from a 

reliable and independent third-party source and, as far as possible, the original 

source of the information.  Accountable institutions should evaluate the adequacy 

of corroboration of a person’s identity characteristics.  This implies that institutions 

must determine the level of confidence they have that any particular method of 

corroboration provides certainty as to the relevant identity characteristics.  A factor 

that accountable institutions should bear in mind in this context, is the controls 

which are applied to ensure that information reflected in a particular source is 

accurate.  Information sources created or generated by the client him/herself are 

not considered to be reliable and independent third-party sources. 
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78. Government issued or controlled sources of information such as various forms of 

identity documents (e.g. South African identity documents including smart card 

identity documents, driver’s licenses, foreign identity documents, passports, 

asylum seeker or refugee permits, work permits, visitors’ visas) and the underlying 

electronic databases where information evidenced in identity documents are kept, 

provide a high level of confidence as a means to corroborate a natural person’s 

basic identity characteristics.  Hence as a general rule, accountable institutions 

should use government issued or controlled sources as the means of verification 

when verifying basic identity characteristics.  Accountable institutions should only 

in exceptional cases use information obtained from sources other than the original 

source of the information (e.g. where the original source is not available) and this 

should only be done in cases where accountable institutions are confident that they 

can adequately manage ML/TF risks.   

 

79. Corroboration of a person’s identity in relation to both basic and other identity 

characteristics can be in documentary or electronic form.  Moreover, many of a 

person’s identity characteristics accumulate over time and can be found in the 

person’s so-called “electronic footprint”.  With this in mind the Centre encourages 

accountable institutions to make use of information in electronic form to 

corroborate a prospective client’s information against multiple third party data 

sources. 

 

80. Accountable institutions making use of electronic data sources to verify a 

prospective client’s identity remain responsible and accountable in their own 

capacity for compliance with the requirements of the FIC Act.  The use of electronic 

data sources in the verification process does not provide automatic indemnity from 

regulatory action relating to the institution’s compliance with these requirements.  

It is important therefore that accountable institutions apply due diligence in 

choosing electronic solutions as a means to enable verification of a prospective 

client’s identity. 
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81. If accountable institutions make use of electronic data sources they should apply 

the same test in principle as in the case of documentary sources, i.e. that the 

sources should be reliable and independent third-party sources and as, far as 

possible, the original source of the relevant information.  Accountable institutions 

should likewise determine the level of confidence they place in particular electronic 

sources of corroboratory information.  Solutions which allow prospective 

customers to manipulate source information in any manner should not be 

considered credible information sources to enable verification of customer 

particulars. 

 

82. A factor that may contribute to an accountable institution’s confidence in 

corroboration based on electronic sources is the size of a person’s “electronic 

footprint” in relation to the depth, breadth and quality of electronic information.  This 

implies that accountable institutions would have a greater level of confidence in 

corroboration from electronic sources if they use information from multiple sources, 

and across time. 

 

83. The means of verification and the sources of corroboration an accountable 

institution uses in a given case are dependent on the extent to which the institution 

relies on the verification of the client’s identity as a means to mitigate ML/TF risk 

in that particular case (see the discussion on risk mitigation in Chapter 1 above). 

 

Establishing the identity of legal persons, trusts and partnerships 

 

84. Section 21 of the FIC Act (the requirement to establish and verify a client’s identity) 

also applies to clients who are not natural persons acting in their personal capacity.  

Clients of this nature are referred to as corporate vehicles and include legal 

persons, trusts and partnerships.  In addition to the obligation to establish and 

verify the identities of corporate vehicles, section 21B of the FIC Act also require 

accountable institutions to apply additional due diligence measures namely to 

establish- 
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 the nature of the client’s business;  

 the ownership and control structure of the client; and  

 the beneficial ownership of clients, and 

to take reasonable steps to verify the identity of the beneficial owners.  The 

requirements to establish and verify the identities of corporate vehicles and to 

apply the additional due diligence measures are discussed separately in respect 

of legal persons, partnerships and trusts or similar arrangements in the sections 

that follow. 

 

85. The requirements set out in sections 21 and 21B of the FIC Act apply whether the 

legal person, partnership or trust or similar arrangement between natural persons 

is incorporated or originated in South Africa or elsewhere. 

  

Legal persons 

 
For additional reference please refer to: 
http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-transparency-

beneficial-ownership.pdf 

86. A legal person is defined in the FIC Act as any person, other than a natural person, 

that establishes a business relationship or enters into a single transaction with an 

accountable institution and includes a person incorporated as a company, close 

corporation, foreign company or any other form of corporate arrangement or 

association but excludes a trust, partnership or sole proprietor. 

 

87. The characteristics which describe a legal person’s identity include: 

 The name under which  the legal person has been incorporated; 

 Its form, e.g. whether it is a company or a close corporation; 

 The registration number under which it is incorporated; 

 The address of its registered office; 

 The powers that regulate and bind the legal person; 

 Its directors (in the case of a company); 

http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-transparency-beneficial-ownership.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-transparency-beneficial-ownership.pdf
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 Its senior management e.g. its chief executive officer; 

 Its trading name if it is different from the name under which it has been 

incorporated; 

 Its business address if it is different from the address of its registered office; 

and 

 Its income tax and value added tax numbers. 

 

88. The characteristics used to establish a legal person’s identity must be sufficient to 

prove the existence of the legal person and describe the legal person’s identity.  

The nature and amount of the characteristics which an accountable institution 

applies in a given case are dependent on the extent to which the institution relies 

on the verification of the client’s identity as a means to mitigate ML/TF risk in that 

particular case (see the discussion on risk mitigation in Chapter 1 above).   This 

must be described in the institution’s RMCP. 

 

89. As in the case of natural persons, it is important that verification be done using 

information obtained from a reliable and independent third-party source and, as far 

as possible, the original source of the information be used to corroborate a legal 

person’s identity characteristics.  The remarks made in paragraphs 75 to 83 above 

concerning the verification of identity also apply with regard to legal persons.  In 

particular should sources of information that are created or controlled by public 

sector institutions, such as the information held by the Companies and Intellectual 

Property Commission be used to corroborate characteristics associated with the 

incorporation of companies. 

 

90. In addition to establishing and verifying a legal person’s identity an accountable 

institution also must establish the nature of the legal person’s business and its 

ownership and control structure. Furthermore, an accountable institution must also 

establish who the beneficial owner of the legal person is and take reasonable steps 

to verify the beneficial owner’s identity. 
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91. Extract from FATF guidance on beneficial owner: 

The FATF definition of beneficial owner in the context of legal persons must be 

distinguished from the concepts of legal ownership and control.  On the one hand, legal 

ownership means the natural or legal persons who, according to the respective 

jurisdiction´s legal provisions, own the legal person. On the other hand, control refers 

to the ability of taking relevant decisions within the legal person and impose those 

resolutions, which can be acquired by several means (for example, by owning a 

controlling a block of shares). However, an essential element of the FATF definition of 

beneficial owner is that it extends beyond legal ownership and control to consider the 

notion of ultimate (actual) ownership and control. In other words, the FATF definition 

focuses on the natural (not legal) persons who actually own and take advantage of 

capital or assets of the legal person; as well as on those who really exert effective 

control over it (whether or not they occupy formal positions within that legal person), 

rather than just the (natural or legal) persons who are legally (on paper) entitled to do 

so. For example, if a company is legally owned by a second company (according to its 

corporate registration information), the beneficial owners are actually the natural 

persons who are behind that second company or ultimate holding company in the chain 

of ownership and who are controlling it. Likewise, persons listed in the corporate 

registration information as holding controlling positions within the company, but who 

are actually acting on behalf of someone else, cannot be considered beneficial owners 

because they are ultimately being used by someone else to exercise effective control 

over the company. 

 

92. A “beneficial owner” is defined in respect of a legal person as the natural person 

who, independently or together with another person, owns the legal person, or 

exercises effective control of the legal person. 

 

93. In addition, section 21B(2) of the FIC Act provides for a process of elimination 

which accountable institutions must follow to determine who the beneficial 

ownership of a legal person is: 
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 The process starts with determining who the natural person is who, 

independently or together with another person, has a controlling ownership 

interest in the legal person.  The percentage of shareholding with voting 

rights is a good indicator of control over a legal person as a majority 

shareholder, in most cases, exercises control.  In this context ownership of 

25 per cent or more of the shares or voting rights of the legal person is 

usually sufficient to exercise control of the entity. 

 If the ownership interests do not indicate a beneficial owner, or if there is 

doubt as to whether the person with the controlling ownership interest is the 

beneficial owner, the accountable institution must establish who the natural 

person is who exercises control of the legal person through other means, 

for example, persons exercising control through voting rights attaching to 

different classes of shares or through shareholders agreements. 

 If no natural person can be identified who exercises control through other 

means, the accountable institution must determine who the natural person 

is who exercises control over the management of the legal person, including 

in the capacity of an executive officer, non-executive director, independent 

non-executive director, director or manager. 

 

94. Once the accountable institution has determined who the beneficial owner of a 

legal person is, the institution must take reasonable steps to verify that person’s 

identity.  The remarks made above about the verification of a natural person’s 

identity also apply in this instance.  The reference to “reasonable steps” confirm 

that accountable institutions must apply measures that are commensurate with the 

assessed ML/TF risk in a given case to the verification of the beneficial owner’s 

identity.  This includes making use of information obtained by reasonably practical 

means while striking a balance between the accuracy of the verification required, 

on the one hand, and the level of effort invested in the means to obtain such 

verification on the other.  The different measures which an accountable institution 

uses to verify the identities of beneficial owners of legal persons must be described 
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in the institution’s RMCP.  The underlying element of this requirement is that the 

accountable institution must be satisfied that it knows who the beneficial owner is. 

 

Partnerships 

 

95. Partnerships are not incorporated entities and do not have legal personality.  

However, accountable institutions must establish the identities of partnerships who 

are their clients nonetheless.  This means that the starting point to the identification 

of a partnership is to determine how the partnership is generally known.  

Accountable institutions must therefore establish whether a partnership is 

identified by a unique name or description.  In addition to establishing this 

information, accountable institutions must take reasonable steps to verify it.  This 

means that accountable institutions must apply measures that are commensurate 

with the assessed ML/TF risk relating to a partnership in a given case.  Examples 

of information that can be used for this purpose include the partnership agreement 

which establishes the partnership and governs its membership and functioning, 

business correspondence of the partnership and promotional material advertising 

the partnership’s business. The measures which an accountable institution uses 

to verify the identities of partnerships must be described in the institution’s RMCP. 

 

96. The concept of a beneficial owner in the context of a partnership encompasses all 

the partners in the partnership.  Hence, section 21B(3) of the FIC Act requires 

accountable institutions, over and above the requirements of sections 21 and 21A, 

to establish the identity of every partner in a partnership.  This includes every 

member of a partnership en commandite (a partnership where the liability of certain 

partners who contribute a fixed amount and who remain undisclosed as partners, 

is limited according to the partnership agreement establishing and governing the 

partnership), an anonymous partnership (a partnership where the partners’ names 

are not disclosed to persons who are not partners in the partnership) or any similar 

partnership. 
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97. The express references to partnerships en commandite and anonymous 

partnerships indicates clearly the intention that accountable institutions must 

establish the identity of every person who contributes to a partnership or may 

benefit from a partnership when they do business with a partnership.  The most 

reliable source document indicating who the members of the partnership are is the 

partnership agreement which establishes the partnership and governs its 

membership and functioning. 

 

98. Section 21B(3) of the FIC Act also requires accountable institutions to establish 

the identity of the person who exercises executive control over the partnership, if 

there is such a person, indicating that accountable institutions should determine 

the notion of control over (in addition to benefit from) a partnership.  Moreover, the 

provision requires accountable institutions to establish the identity of each natural 

person who is authorised to enter into a single transaction or establish a business 

relationship with the accountable institution on behalf of a partnership. 

 

99. Accountable institutions are required to take reasonable steps to verify the names 

of the natural persons covered by section 21B(3) FIC Act.  The remarks made 

above about the verification of a natural person’s identity also apply in this 

instance.  Again here the reference to “reasonable steps” confirm that accountable 

institutions must apply measures to verify the relevant persons’ identities that are 

commensurate with the assessed ML/TF risk in a given case.  The different 

measures which an accountable institution uses to verify the identities of the 

relevant natural persons must be described in the institution’s RMCP.  The 

underlying element of this requirement is that the accountable institution must be 

satisfied that it knows the identities of the relevant natural persons.  

 

Trusts 

 

100. As in the case of partnerships, trusts are not incorporated entities and do not have 

legal personality.  This means that accountable institutions have to determine 
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whether the trust is identified by a unique name or description.  The existence of a 

trust must be registered at an office of the Master of the High Court before legal 

effect can be given to the trust and the trustee(s) can obtain authority from the 

Master of the High Court to perform their functions.  Therefore, accountable 

institutions must establish the unique reference number identifying the trust in the 

Master’s Office and the address of the Master of the High Court where the trust is 

registered as part of the elements describing the identity of the trust. 

 

101. In addition to establishing this information, accountable institutions must take 

reasonable steps to verify it.  This means that accountable institutions must apply 

measures that are commensurate with the assessed ML/TF risk relating to a trust 

in a given case.  The most reliable source of confirmation for this information is the 

trust deed (the agreement which establishes the trust and governs its functioning) 

and the information controlled (and documentation issued) by the relevant offices 

of the Masters of the High Court.  The measures which an accountable institution 

uses to verify the identities of trusts must be described in the institution’s RMCP. 

 

102. The concept of a beneficial owner in the context of a trust encompasses all the 

natural persons who may be associated to the trust.  Hence, section 21B(4) of the 

FIC Act requires accountable institutions, over and above the requirements of 

sections 21 and 21A, to establish: 

 The identity of the founder;  

 The identities of each trustee and each natural person who purports to be 

authorised to enter into a single transaction or establish a business 

relationship with the accountable institution on behalf of the trust, and 

 The identities of each beneficiary referred to by name in the trust deed or 

other founding instrument in terms of which the trust is created; or 

 If beneficiaries are not referred to by name in the trust deed or other 

founding instrument in terms of which the trust is created, the particulars of 

how the beneficiaries of the trust are determined. 
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103. Accountable institutions are required to take reasonable steps to verify the names 

of the natural persons covered by section 21B(4) of the FIC Act.  The remarks 

made above about the verification of a natural person’s identity also apply in this 

instance.  Again here the reference to “reasonable steps” confirm that accountable 

institutions must apply measures to verify the relevant persons’ identities that are 

commensurate with the assessed ML/TF risk in a given case.  The different 

measures which an accountable institution uses to verify the identities of natural 

persons associated with trusts must be described in the institution’s RMCP.  The 

underlying element of this requirement is that the accountable institution must be 

satisfied that it knows the identities of the relevant natural persons. 

 

Timing of verification 

 

104. A customer’s identity and, where applicable, the identities of beneficial owners and 

other persons associated with a client, must be verified in the course of conducting 

a single transaction or entering into a business relationship. This means that an 

accountable institution may initiate the processes related to the conclusion of a 

single transaction or entering into a business relationship while it is verifying the 

relevant persons’ identities, but the institution must complete the verification before 

the institution concludes a transaction in the course of the resultant business 

relationship or performs any act to give effect to the resultant single transaction.   

 

105. This implies that accountable institutions may, for example, accept a mandate from 

a prospective client to establish a business relationship or to conclude a single 

transaction or take any similar preparatory steps with a view of establishing a 

business relationship or concluding a single transaction before completing 

verification of the identities of the prospective client and other relevant persons.  

However, in doing so accountable institutions must take care not to incur 

unmitigated ML/TF risks by, for example, receiving funds from a client which may 

have to be returned to the client before completing the verification or making funds 

available to a client before completing the verification. 
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106. The manner and processes for the identification of clients and verification of their 

identities described in an accountable institution’s RMCP must also provide for the 

timing of verification and the mitigation of ML/TF risks where verification is not 

completed before a single transaction is conducted or a business relationship 

entered into. 

 

Understanding and obtaining information on the business relationship  

 

107. Section 21A of the FIC Act requires accountable institutions to ascertain from a 

prospective client what the purpose and intended nature of the business 

relationship will be, as well as to obtain information on the source of funds that the 

prospective client expects to use in the course of the business relationship.  The 

purpose of section 21A of the FIC Act is to understand the nature of the client and 

the envisaged business relationship between the client and the accountable 

institution. By complying with this provision an accountable institution should be 

able to form a view of the frequency and the nature of transactions that could be 

expected to be conducted in the normal course of the ensuing business 

relationship.  This understanding also contributes to the accountable institution’s 

understanding of ML/TF risk associated with the particular business relationship. 

 

108. In most cases, the purpose and intended nature of the business relationship will 

be self-evident given the nature of the product or service that the client is 

requesting. 

 

109. The manner and type of information obtained in terms of section 21A of the FIC 

Act must be recorded in the accountable institution’s RMCP.  Information that may 

be relevant include- 

 The nature and details of the client’s business/occupation/employment; 

 The expected source and origin of the funds to be used in the business 

relationship; and 
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 The anticipated level and nature of the activity that is to be undertaken 

during the business relationship. 

 

110. The information which an accountable institution obtains from a prospective client 

should be sufficient for the institution to form the intended understanding of the 

client and the business relationship.  Accountable institutions may form this 

understanding by accepting the information obtained for this purpose at face value.  

Accountable institutions are not required to verify the veracity of the information 

obtained under section 21A of the FIC Act. 

  

Ongoing due diligence 

 

111. Section 21C of the FIC Act provides for ongoing due diligence measures. These 

measures follow on from the obligation to understand the purpose and intended 

nature of a business relationship.  They include the scrutiny of transactions 

undertaken throughout the course of a relationship, to ensure that the transactions 

being conducted in the course of a business relationship are consistent with an 

accountable institution’s knowledge of the client, and the client’s business and risk 

profile, including, where necessary, the source of funds. It also requires 

accountable institutions to ensure that the information that an accountable 

institution has about a client is still accurate and relevant. 

 

112. The objective of the ongoing measures is to identify activities of clients during the 

course of the business relationship which are not consistent with the accountable 

institution’s knowledge of the client, or the purpose and intended nature of the 

business relationship, and which need to be assessed for the possibility that the 

institution may have grounds to report a suspicion of money laundering or terrorist 

financing.  Accountable institutions should pay particular attention to complex or 

unusually large transactions and all unusual patterns of transactions which have 

no apparent business or lawful purpose.  
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113. The intensity and frequency of ongoing due diligence in respect of a given business 

relationship must be determined on the basis of the accountable institution’s 

understanding of ML/TF risks associated with that relationship.  An accountable 

institution must include, in its RMCP, the manner in which and the processes it will 

have in place to conduct ongoing due diligence and account monitoring of business 

relationships.  

 

114. Additionally, the institution must include, in its RMCP, the manner in which it will 

examine complex or unusually large transactions and unusual patterns of 

transactions which have no apparent business or lawful purpose as well as how it 

will keep the written findings of such transactions. 

 

Doubts about veracity of previously obtained information 

 

115. Section 21D FIC Act provides for measures that accountable institutions are 

required to take if doubts about the veracity or adequacy of previously obtained 

customer due diligence information arise later on in the relationship, or where a 

suspicion of money laundering or terrorism financing is formed at a later stage. 

 

116. An accountable institution is required to repeat the steps set out in sections 21 and 

21B of the FIC Act in accordance with its RMCP and to the extent that is necessary 

to confirm the information in question. 

 

117. An accountable institution must provide, in its RMCP, for the manner in which and 

the processes by which the institution will confirm information relating to a client 

when it has doubts about the veracity of previously obtained information. 

 

Inability to conduct due diligence 

 

118. Section 21E of the FIC Act prohibits accountable institutions from entering into or 

maintaining business relationships or concluding single transactions if they cannot 
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perform the required CDD in accordance with the provisions of the Act.  This 

provision must be applied against the background of the remarks made in 

paragraphs 104 to 106 above on the timing of verification. 

 

119. Accountable institutions should take an objective approach when considering what 

constitutes an inability to conduct CDD in any particular situation.  There may be 

circumstances where it is reasonable to delay discontinuing a business 

relationship while the institution facilitates the client’s efforts to rectify the failure. 

The reasonableness of such a delay will vary depending on the circumstances of 

each case.  Where a client refuses to provide requested documentation or 

information the business relationship should be discontinued once the client has 

been informed of the potential implications and given time to respond accordingly. 

 

120. Accountable institutions should give special consideration to whether the 

circumstances that prevent them from conducting CDD are suspicious or unusual 

as required in section 29 of the FIC Act. 

 

121. The sequence of attempts to obtain the required information or to apply other CDD 

measures needs to be spelled out in an accountable institution’s RMCP.  In this 

context the accountable institution’s RMCP must also indicate at what point in the 

process of entering into a business relationship or concluding a single transaction 

the verification of a prospective client’s identity should be completed and at which 

point the conclusion will be reached that the institution is not able to conduct 

appropriate CDD of the required information is not forthcoming.  Additionally, an 

accountable institution’s RMCP must provide for the manner in which it will 

terminate an existing business relationship when it is unable to complete the CDD 

requirements. 

 

Foreign prominent public officials and domestic prominent influential persons 

 
For additional reference please refer to: 
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http://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-PEP-
Rec12-22.pdf 
 

122. Sections 21F, 21G and 21H of the FIC Act deal with persons in prominent 

positions. The starting point for the effective implementation of measures relating 

to persons who are entrusted in prominent public or private sector positions, is for 

accountable institutions to have effective measures in place to know who their 

clients are and to understand their clients’ business. 

 

123. Accountable institutions must provide, in its RMCP, how it will determine whether 

a prospective client is a foreign prominent public official or a domestic prominent 

influential person and how it will assess and mitigate the money laundering and 

terrorist financing risks associated with business relationships with officials and 

persons. 

 

124. Business relationships with domestic prominent influential persons are not 

inherently high-risk.  Accountable institutions must consider each such relationship 

on its own merits in order to determine whether there is any reason to conclude 

that it brings higher risk of abuse for money laundering and terrorist financing 

purposes.  If so, the accountable institution must apply the same requirements as 

for foreign prominent public officials.  These requirements also apply to immediate 

family members and known close associates of such prominent persons.   

 

125. Business relationships with foreign prominent public officials must always be 

considered high-risk.  If an accountable institution finds out that it is dealing with a 

foreign prominent public official, senior management approval must be obtained to 

establish the business relationship.  Accountable institutions must also take 

reasonable measures to establish the source of wealth and source of funds of the 

client and conduct enhanced ongoing monitoring of the business relationship.  

Accountable institutions are not required to verify the information about the client’s 

source of wealth and source of funds, but will have to include this information in its 

client profile which will be used as the basis for enhanced ongoing monitoring.  

http://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-PEP-Rec12-22.pdf
http://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance-PEP-Rec12-22.pdf
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These requirements also apply to immediate family members and known close 

associates of such prominent public officials. 

 

126. The notion of senior management in an accountable institution is determined by 

the size, structure, and nature of the institution.  The appropriate level of seniority 

for approval should also be determined by the level of increased risk associated 

with the business relationship.  The senior manager approving a business 

relationship with a prominent public official should have sufficient seniority and 

oversight to take informed decisions on issues that directly impact the institution’s 

risk profile. 

 

127. When considering whether to approve a business relationship with a prominent 

person, senior management should base their decision on the level of ML/TF risk 

the institution would be exposed to if it entered into that business relationship and 

how well equipped the institution is to manage that risk effectively. 

 

128. The responsibility regarding final decisions on business relationships with 

prominent persons should be clearly described.  In all cases, it is best to document 

the approval or refusal by those involved in writing. 

 

129. When determining the source of wealth, an accountable institution should look at 

the activities that have generated the total net worth of the client (that is, the 

activities that produced the client’s funds and property).  

 

130. When determining the source of funds, an accountable institution should consider 

the origin and the means of transfer for funds that are involved in the transaction 

(for example, occupation, business activities, proceeds of sale, corporate 

dividends). 

 

131. A person is considered to be a domestic prominent influential person if he or she 

holds the position in the country, including in an acting position for a period 
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exceeding six months, or has held the position for a period of at least 12 months 

after the date on which that person ceased to hold that position. 

 

132. Schedule 3A to the FIC Act contains a list of positions that will be considered 

domestic prominent influential persons which includes: 

 The President or Deputy President; http://www.gov.za/about-

government/leaders 

 A government minister or deputy minister;  (http://www.gov.za/about-

government/leaders) 

 The Premier of a province; (http://www.gov.za/links/provincial-government) 

 A member of the Executive Council of a province; 

(http://www.gov.za/links/provincial-government) 

 An executive mayor of a municipality elected in terms of the Local 

Government Municipal Structures Act, 1998;  

(http://www.salga.org.za/Municipalities%20MCD.html) 

 A leader of a political party registered in terms of the Electoral Commission 

Act, 1996; (http://www.elections.org.za/content/Parties/Political-party-list/). 

Note: The leader of a political party is the person identified by the 

party to occupy the position of the highest level of authority in the 

party. 

 A member of the royal family or senior traditional leader as defined in the 

Traditional Leadership and Governance Framework Act, 2003;   

http://www.cogta.gov.za/?p=938 Note: The description of a “senior” 

traditional leader, therefore, applies to such traditional leaders who 

exercise authority over a number of headmen or headwomen in 

accordance with customary law, or within whose area of jurisdiction 

a number of headmen or headwomen exercise authority. 

 The head, accounting officer or chief financial officer of a national or 

provincial department or government component as defined in section 1 of 

the Public Service Act, 1994;   

http://www.gcis.gov.za/gcis/pdf/government_28.pdf 

http://www.gov.za/about-government/leaders
http://www.gov.za/about-government/leaders
http://www.gov.za/about-government/leaders
http://www.gov.za/about-government/leaders
http://www.gov.za/links/provincial-government
http://www.gov.za/links/provincial-government
http://www.salga.org.za/Municipalities%20MCD.html
http://www.elections.org.za/content/Parties/Political-party-list/
http://www.cogta.gov.za/?p=938
http://www.gcis.gov.za/gcis/pdf/government_28.pdf
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 The municipal manager of a municipality appointed in terms of section 54A 

of the Local Government: Municipal systems Act, 2000 or a chief financial 

officer designated in terms of section 80(2) of the Municipal Finance 

Management Act, 1999;  

(http://www.salga.org.za/Municipalities%20MCD.html) 

 The chairperson of the controlling body, the chief executive officer, or a 

natural person who is the accounting authority, the chief financial officer or 

the chief  investment officer of a public entity listed in Schedule 2 or 3 to 

the Public Finance Management Act, 1999;  

(http://www.gcis.gov.za/content/resourcecentre/contact-

directory/government-structures-and-parastatals); 

 The chairperson of the controlling body, chief executive officer, chief 

financial officer or chief investment officer of a municipal entity as defined 

in section 1 of the Local Government: Municipal Systems Act, 2000 (Act 

No. 32 of 2000); (http://www.govpage.co.za/municipal-entities.html) 

 A constitutional court judge or any other judge as defined in section 1 of 

the Judges’ Remuneration and Conditions of Employment Act, 2001; 

(http://www.judiciary.org.za/index.html); 

 An ambassador or high commissioner or other senior representative of a 

foreign government based in the Republic; 

(http://www.dirco.gov.za/foreign/forrep/index.htm); 

 An officer of the South African National Defence Force above the rank of 

major-general;(http://www.dod.mil.za/leaders/leaders.htm) 

(http://www.dod.mil.za/ranks/ranks.htm) 

 The position of— 

 Chairperson of the board of directors; 

 Chairperson of the audit committee; 

 Executive officer; or 

 Chief financial officer 

of a company, as defined in the Companies Act, 2008 if the company 

provides goods or services to an organ of state and the annual transactional 

http://www.salga.org.za/Municipalities%20MCD.html
http://www.gcis.gov.za/content/resourcecentre/contact-directory/government-structures-and-parastatals
http://www.gcis.gov.za/content/resourcecentre/contact-directory/government-structures-and-parastatals
http://www.govpage.co.za/municipal-entities.html
http://www.judiciary.org.za/index.html
http://www.dirco.gov.za/foreign/forrep/index.htm
http://www.dod.mil.za/leaders/leaders.htm
http://www.dod.mil.za/ranks/ranks.htm
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value of the goods or services or both exceeds an amount determined by 

the Minister by notice in the Gazette; Note: It is envisaged that the 

Minister will delay the operational date of this paragraph in the 

legislation, given that information about persons who may fall in this 

category is not publically available currently.  The National Treasury 

will explore ways to make such information readily available to enable 

easier compliance by accountable institutions. 

 The position of head, or other executive directly accountable to that head, 

of an international organisation based in the Republic. 

http://www.dirco.gov.za/foreign/forrep/intorg.htm 

 

133. The definition of a foreign prominent public official incudes persons who holds or 

has held at any time in the preceding 12 months, in any foreign country a prominent 

public function which includes- 

 Head of State or head of a country or government; 

 Member of a foreign royal family; 

 Government minister or equivalent senior politician or leader of a political 

party; 

 Senior judicial official; 

 Senior executive of a state owned corporation; or  

 High-ranking member of the military. 

 

134. The links to websites for domestic prominent influential persons are merely to 

assist institutions to obtain further information relating to a particular group of 

prominent persons. 

 

135. Where accountable institutions need to carry out specific checks, they may be able 

to rely on an internet search engine, or consult relevant reports and databases on 

corruption risk published by specialised national, international, non-governmental 

and commercial organisations.  

 

http://www.dirco.gov.za/foreign/forrep/intorg.htm
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136. The client remains the most valuable source of information in order to determine 

whether he/she occupies a prominent position.  Accountable institutions may 

augment the information obtained from its client by making use of commercially 

available information sources which specialise in providing information on 

prominent and politically exposed persons if there is a need to conduct more 

thorough checks, or if there is a high likelihood of an accountable institution having 

prominent persons as clients.  Independent commercial databases such as 

Complinet, Dow Jones, LexisNexis, Worldcheck, C6 intelligence, International 

Chamber of Commerce or similar services are such examples.  These commercial 

databases are not necessarily comprehensive and have not necessarily been 

assessed for quality standard.   The use of commercially available information 

sources to establish whether a person occupies a prominent position therefore 

does not provide automatic indemnity from regulatory action relating to the 

institution’s compliance with these requirements.   It is the responsibility of the 

accountable institution to ensure that commercial databases used by the institution 

to identify persons in prominent positions are comprehensive enough to detect 

such persons. 

 

137. It is recommended as good practice to also make use of the internet and other 

available information sources to further test the reliability and completeness of 

client information.  This includes reference to media articles and internet search 

engines 

 

138. Although a client might not initially (at the commencement of the business 

relationship) meet the definition of a prominent person (or immediate family 

member or close associate), an accountable institution should take into account 

that this position might change over time. The institution should, as far as 

practicable, be alert to public information relating to possible changes in the status 

of its client. 
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139. Where an existing client becomes a prominent person, immediate family member, 

or known close associate, the accountable institution will be required to conduct 

the enhanced due diligence measures required by sections 21F and 21G of FIC 

Act. 

 

140. Section 21H of the FIC Act provides that the enhanced due diligence measures for 

both foreign and domestic prominent persons applies to the immediate family 

members and known close associates of the prominent person. 

 

141. Immediate family members of a prominent person include- 

 The spouse, civil partner and life partner; 

 The previous spouse, civil partner or life partner; 

 Children and step children and their spouse, civil partner or life partner; 

 Parents; and  

 Siblings and step siblings and their spouse, civil partner or life partner. 

 

142. For known close associates, examples from FATF guidance include the following 

types of relationships:  

 Known sexual partners outside the family unit (e.g. girlfriends, boyfriends, 

mistresses);  

 Prominent members of the same political party, civil organisation, labour or 

employee union as the prominent person; 

  Business partners or associates, especially those that share (beneficial) 

ownership of legal entities with the prominent person, or who are otherwise 

connected (e.g., through joint membership of a company board). 

 Any individual who has sole beneficial ownership of a legal entity or legal 

arrangement set up for the actual benefit of the prominent person. 

 

143. The remarks made in paragraphs 134 and 137 above on the sources of information 

about prominent persons also apply in respect of family members and known close 

associates. 
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144. For the purpose of deciding whether a person is a known close associate of a 

prominent person, an accountable institution need only have regard to information 

which is in its possession, or to credible information which is publicly known. 

 

145. For foreign prominent persons, the accountable institution may not have first-hand 

knowledge of the person readily at hand.  Such information may be available from 

other institutions within the same financial group which are doing business in the 

foreign country or, alternatively, through the internet and other relevant sources. 

 

146. If an accountable institution finds that a prominent person has family members and 

known close associates, it should search its records to determine whether it may 

be providing services to such members or associates, and if so classify them as 

prominent persons and apply the required enhanced due diligence measures. 
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CHAPTER 3 

RECORDKEEPING 

General 

147. Recordkeeping is an essential component of a successful system to combat 

money laundering and terrorist financing. Often the records of clients’ identities 

and their transaction activities would be the only evidentiary trail to assist law 

enforcement authorities in the detection, investigation, prosecution and 

confiscation of criminal funds where illicitly flows of funds are concerned. 

Recordkeeping is therefore the other side of the coin to CDD measures and 

together these two elements bring greater transparency to the financial system.  It 

is for this reason that the FIC Act requires accountable institutions to retain records 

concerning client identification and transaction activity. 

 

148. Meeting the record-keeping requirements will ensure that adequate information is 

captured in an accountable institution’s records to enable the reconstruction of a 

trail of transactions with a view to assist investigators in determining flows of funds 

when performing their investigative functions.  Against this background it is helpful 

for accountable institutions to keep their reporting obligations under the FIC Act in 

mind when determining internal processes and systems for record-keeping so as 

to ensure that all relevant information is readily available and that reporting under 

the FIC Act is not unduly delayed or impeded by a lack of available information. 

 

149. The record-keeping requirement is not dependent on risk levels and it is fully 

applicable to the CDD, transaction and other information collected, whatever the 

range of this information may be.  All the elements of an accountable institution’s 

record management processes which give effect to the requirements of the FIC 

Act must be referenced in the accountable institution’s RMCP. 
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Obligation to keep customer due diligence records 

150. Section 22 of the FIC Act provides for an obligation on accountable institutions to 

keep customer due diligence records.  

 

151. This means that accountable institutions must keep record of all information 

pertaining to a client obtained in the course of its processes to comply with sections 

21 to 21H of the FIC Act.  Such records must include copies of, or references to, 

information provided to or obtained by the accountable institution to verify the 

person’s identity. 

 

Obligation to keep transaction records 

 

152. Accountable institutions must keep transaction records of single transactions and 

transactions concluded in the course of the business relationship with the client in 

terms of section 22A of the FIC Act.   

 

153. This means that the accountable institution must keep records of every transaction 

which that accountable institution has with a client.  Transaction records must be 

sufficient to enable the transaction to be reconstructed and include the amount, 

currency, date of transaction, parties to the transaction, the nature of the 

transaction, business correspondence and also the identifying particulars of all 

accounts and account files related to the transaction if the accountable institution 

provides account facilities. 

 

Manner in which records must be kept 

154. The FIC Act is not prescriptive as to the manner in which records must be kept.  

This implies that records may be stored in accordance with an accountable 

institution’s standard procedures for the capture of information and the retention of 

records.  Records can therefore be kept by way of storing original documents, 
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photocopies of original documents, scanned versions of original documents or 

otherwise in computerised or electronic form.   

 

155. There are many examples of mechanisms which may be used for the storage of 

records which allow accountable institutions to reduce the volume and density of 

records such as: 

 Internal networks  

 Physical storage devices e.g. hard drives, CDs, DVDs, memory sticks, 

etc. 

 Cloud storage 

 Electronic document repositories 

 Fintech capabilities. 

 

156. Regardless of the manner in which records are kept, accountable institutions must 

ensure that the following principles are met: 

 

 The accountable institution must have free and easy (in other words 

unencumbered) access to the relevant records; 

 The records must be readily available to the Centre and the relevant 

supervisory body when required; 

 The records must be capable of being reproduced in a legible format and 

 If the records are stored off-site the Centre and the relevant supervisory 

body must be provided with the details of the third party storing the records. 

 

157. It is advisable that records include the following details in addition to the required 

information: 

 Reference numbers on documents or letters; 

 Relevant dates, such as issue or expiry; 

 Details of the issuer or writer; 
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158. Accountable institutions must ensure that records are tamper proof and that there 

are safeguards in place to prevent the unauthorised access to information stored 

electronically. 

 

159. Accountable institutions which operate in groups of companies may implement 

group-wide policies on record-keeping which may include centralised storage of 

records.  Accountable institutions should bear in mind that the principles mentioned 

in paragraph 156 above also apply where record keeping is centralised within a 

group.  This is particularly important if the location of the centralised storage of 

records is outside of South Africa. No secrecy provisions or data protection 

legislation should restrict the South African based accountable institution(s)’ free 

and easy access to the relevant records, or result in the records not being readily 

available to the Centre or relevant South African supervisory bodies or law 

enforcement authorities.  If restrictions exist in another jurisdiction, where records 

are kept which would impede such access to the records, the relevant records or 

copies thereof must be kept in South Africa. 

 

160. It is advisable for accountable institutions which make use of commercial third 

party services, or intra-group centralised data storage to retain their records to 

conduct regular assessments of its service providers and to test the controls and 

business processes so as to provide assurance to the relevant supervisory body 

that the accountable institution can access and retrieve data and/or documents as 

envisaged under the FIC Act. 

 

Period for which records must be kept 

161. Records in relation to establishment of a business relationship referred to in 

section 22 must be kept for at least five years from the date on which the business 

relationship is terminated. 

 

162. Records of all transactions concluded referred to in section 22A must be kept for 

at least five years from the date on which that transaction is concluded. 
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163. Records of a transaction or activity which gave rise to a report contemplated in 

section 29 of the FIC Act must be kept for at least five years from the date on which 

the report was submitted to the Centre. 

 

164. It is advisable that accountable institutions keep records which to their knowledge 

relate to ongoing investigations until the relevant law enforcement agency has 

confirmed that the case has been closed, where possible. 

 

165. Accountable institutions must be mindful of these periods for which records under 

the FIC Act must be kept if their procedures for the retention of records also provide 

for the destruction of records. 
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CHAPTER 4 

RISK MANAGEMENT AND COMPLIANCE 

PROGRAMME 
 

166. Section 42 of the FIC Act places an obligation on accountable institutions to 

develop, document, maintain and implement a RMCP.  An accountable institution’s 

ability to apply a risk-based approach effectively is largely dependent on the quality 

of its RMCP.  An accountable institution’s RMCP must be sufficient for countering 

the ML/TF risks facing the institution.  It is important for accountable institutions to 

bear in mind that a RMCP not only comprises of policy documents, but also of 

procedures, systems and controls that must be implemented within the institution. 

The RMCP can therefore be described as the foundation of an accountable 

institution’s efforts to comply with its obligations under the FIC Act on a risk 

sensitive basis. 

 

167. It is important also that accountable institutions note that the board of directors, 

senior management or the person with the highest level of authority is ultimately 

responsible for ensuring that the institution maintains an effective internal 

AML/CFT control structure through a RMCP.   

 

168. The board of directors or senior management must create a culture of compliance 

within the accountable institution, ensuring that the institution's policies, 

procedures and processes are designed to limit and control risks of money 

laundering and terrorist financing and are fully consistent with the law and that staff 

adhere to them.   

 

169. The board of directors or senior management should be fully engaged in decision 

making processes and take ownership of the risk-based measures adopted since 

they will be held accountable if the content of the RMCP (or its application in the 

accountable institution) is found to be inadequate. 
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170. A RMCP should include a description of the board of directors’ or senior 

management’s accountability and the appointment of a person with adequate 

seniority and experience to assist with ensuring compliance with the FIC Act. It is 

suggested that overall responsibility for the establishment and maintenance of 

effective AML/CFT systems and controls be allocated expressly to a specific 

director or senior manager and that this be described in the accountable 

institution’s RMCP. The accountable institution’s RMCP should also cover: 

 

 Appropriate training on money laundering and terrorist financing to ensure 

that employees are aware of, and understand, their legal and regulatory 

responsibilities and their role in handling criminal property and money 

laundering/terrorist financing risk management; 

 

 Appropriate provision of regular and timely information to the board of 

directors or senior management relevant to the management of the 

institution’s money laundering/terrorist financing risks; 

 

 Appropriate documentation of the institution’s risk management policies and 

risk profile in relation to money laundering and terrorist financing, including 

documentation of the institution’s application of those policies;  

 

 Appropriate descriptions of decision-making processes in respect of the 

application of different categories of CDD and other risk management 

measures, including escalation of decision-making to higher levels of 

seniority in the accountable institution where necessary; and 

 

 Appropriate measures to ensure that money laundering risk is taken into 

account in the day-to-day operation of the institution, including in relation to: 

 The development of new products; 

 The taking-on of new clients; and 
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 Changes in the institution’s business profile. 

 

171. An accountable institution’s RMCP must always be commensurate with the size 

and complexity of the institution and the nature of its business.  This implies that a 

RMCP for an accountable institution which do not provide a wide range of products 

or services or deal with a diverse range of clients could be relatively simple while 

that of a complex financial institution would be expected to be much more complex. 

An accountable institution is required to indicate in its RMCP if any of the elements 

described in section 42 of the FIC Act do not apply to that particular institution.  

The institution is also required to indicate in its RMCP the reason why such 

processes are not applicable to the institution. 

 

172. The nature and extent of an accountable institution’s internal systems and controls 

which form part of its RMCP depends on a variety of factors, including: 

 The nature, scale and complexity of the accountable institution’s business; 

 The diversity of its operations, including geographical diversity; 

 Its client, product or services profile; 

 Its distribution channels; 

 The volume and size of its transactions; and 

 The degree of risk associated with each area of its operation. 

 

173. Accountable institutions which operate in groups of companies may implement 

group-wide RMCPs.  In doing so accountable institutions must ensure that the 

various elements of group-wide RMCPs, including internal processes, systems 

and controls are appropriate for the different entities within the group and 

adequately tailored where necessary.   

 

174. Accountable institutions operating in jurisdictions outside of South Africa should 

also be aware of local AML/CFT obligations in all jurisdictions where they operate.  

This should be reflected in the accountable institution’s RMCP. Procedures should 

be in place to meet local AML/CTF obligations in each jurisdiction where an 
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accountable institution operates. If there are conflicts between South African and 

local AML/CTF requirements and meeting local requirements would result in a 

lower standard than in the South Africa the accountable institution must implement 

measures which meet the South African requirements. 

 

175. It is important that the accountable institution’s RMCP is communicated widely 

throughout the institution, to increase the effectiveness of its implementation. 

 

176. An accountable institution is must review its RMCP at regular intervals to ensure 

that it remains relevant to the institutions operation and the risks identified. 
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CHAPTER 5 

IMPLEMENTATION OF THE UNITED NATIONS 

SECURITY COUNCIL RESOLUTIONS RELATING TO 

THE FREEZING OF ASSETS 
 

177. The FIC Act places the responsibility to administer the targeted financial sanctions 

(TFS) measures adopted by the United Nations Security Council (UNSC) in its 

Resolutions on the Centre.   

 

178. This inclusion of TFS measures is, inter alia, as a result of Recommendation 7 of 

the FATF recommendations, which requires member countries to implement the 

targeted financial sanctions proposed by the UNSC in the context of combating the 

financing of the proliferation of weapons of mass destruction.  The use of TFS by 

the UNSC also extends beyond the instances relating to the financing of the 

proliferation of weapons of mass destruction and the relevant provisions of the FIC 

Act aim at enabling South Africa to meet these international obligations. 

 

179. Sanctions impose restrictions on activities that relate to particular countries, goods 

and services, or persons and entities.  TFS measures generally restrict sanctioned 

persons and entities from having access to funds and property under their control 

and from receiving financial services in relation to such funds and property.  In 

order for these sanctions to be given effect the FIC Act requires accountable 

institutions to freeze property and transactions pursuant to financial sanctions 

imposed in the UNSC Resolutions. 

 

Mechanisms for implementation 

180. Mechanisms for the implementation of the UNSC Resolutions include the 

publication in the Government Gazette by the Minister of Finance of a Notice of 

the adoption of the UNSC Resolution, and the publication of a Notice by the 

Director of the Centre of persons who are subject to the sanction measures (the 
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sanctions list).  These Notices may be revoked if it is considered that they are no 

longer necessary to give effect to the applicable UNSC Resolutions.  Otherwise 

the sanctions announced in these Notices remain in effect indefinitely.   

 

181. The Notices by the Minister and the Director are public statements are meant to 

advise both sanctioned persons and entities and accountable institutions who may 

have them as clients or prospective clients of the relevant sanctions.  If an 

accountable institution has a sanctioned person or entity as a client it is allowed to 

draw the attention of the person or entity to the relevant sanctions notices. 

 

182. The acquisition, collection or use of the property of persons or an entity whose 

names appear in the sanctions is prohibited.  This includes the provision of 

financial services and products to those persons or entities.  In short this means 

that accountable institutions are not allowed to transact with a sanctioned person 

or entity or to process transactions for such a person or entity.  The status quo as 

at the time of the imposition of the sanction in relation property or funds of the 

sanctioned person or entity must be maintained and no financial services may be 

provided to the person or entity.  The only exception to this general prohibition is 

in specific instances where the Minister of Finance has permitted certain financial 

services or dealings with property as discussed below. 

 

183. Accountable institutions must report to the Centre, the property in the accountable 

institution’s possession or under its control which is owned or controlled by or on 

behalf of a person or an entity identified in the sanctions list. 

 

Screening 

184. Accountable institutions must be able to determine whether they have a sanctioned 

person or entity as a client or whether a prospective client is a sanctioned person 

or entity in order to determine their exposure to TFS-related obligations.  This 

implies that accountable institutions which are likely to come into contact with 

sanctioned persons or entities are able to screen clients and prospective clients 
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against the relevant sanctions lists.  This should be done during the client-take-on 

process as wells as subsequently as and when the UNSC adopts new TFS 

measures or expand existing ones.  

 

185. Accountable institutions must therefore determine the likelihood that their client 

base and intended target market may include sanctioned persons or entities.  This 

should assist the accountable institution in determining the amount of effort and 

resources it requires in order to determine whether they have sanctioned persons 

or entities as a clients or whether prospective clients are sanctioned persons or 

entities.  Accountable institutions that have business relationships with foreign 

persons and entities are more vulnerable to dealing with sanctioned persons and 

entities. 

 

186. Accountable institutions should be mindful of the fact that failure to comply with 

TFS obligations is a criminal offence under section 49A of the FIC Act.  The fact 

that an accountable institution had relied on a commercially available screening 

capability or that it had considered the risk of being exposed to TFS-related 

obligations to be low, would not be a defence against such a criminal charge.  

 

Accessibility of sanctions list 

187. The Centre will maintain an updated sanctions list which will be available on its 

website and which will reflect available identity particulars of persons and entities 

contained in notices published by the Director.   

 

Basic living expenses 

188.  The FIC Act allows the Minister of Finance to permit a sanctioned person or entity 

to conduct financial services or deal with property affected by a sanction in order 

to allow such a person or entity access to certain basic living expenses. The 

Minister’s permission contains the exact details of the types of expenses which 

may be met from the property that is affected by a sanction, the amounts of such 
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expenses, the funds or property from which such expenses may be met and the 

conditions to the access to the relevant funds or property. 

 

189. The Minister may also permit the provision of financial services or the dealing in 

affected property which are not related to providing for basic living expenses, but 

which are necessary in the normal course of business e.g. allowing for the accrual 

of interest or other earnings or are necessary in order to avoid prejudice to third 

parties, e.g. contractual payments which predate the imposition of a sanction.  As 

in the case of basic living expenses, the Minister’s permission contains the exact 

details of the services, payments etc. that are permitted and the conditions thereto. 

 

190. The Minister’s permission is granted by means of written communication with the 

sanctioned person or entity. The Director of the Centre must give notice of the 

Minister’s permission to accountable institutions and others who may have an 

interest therein.  This is done by means of publishing notices containing the 

Minister’s permission and the conditions thereto on the Centre’s website. 
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GLOSSARY 
 

‘Risk’ means the impact and likelihood of ML/TF taking place. Risk refers to inherent risk, 

i.e. the level of risk that exists before mitigation. It does not refer to residual risk, i.e. the 

level of risk that remains after mitigation. 

‘Risk factors’ means variables that, either on their own or in combination, may increase 

or decrease the ML/TF risk posed by a business relationship or single transaction. 

‘Risk-based approach’ means an approach whereby accountable institutions identify, 

assess and understand the ML/TF risks to which institutions are exposed and take 

AML/CFT measures that are proportionate to those risks. 

‘Source of funds’ means the origin of the funds involved in a business relationship or 

single transaction. It includes both the activity that generated the funds used in the 

business relationship, for example the client’s salary, as well as the means through which 

the client’s funds were transferred. 

‘Source of wealth’ means the origin of the client’s total wealth, for example inheritance 

or savings. 

 

End 


